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I. Introdu ction

Socialmed iais an increasingly prevalentaspectof mod ern life.Facebookis u sed

by over1 billion people,L inked -In has 17 5 million u sers,and Twitterhas 140 million

u sers. W ithits increasingspread ,socialmed iais also impactingthe workplace. Social

med ia is u sed by employees to commu nicate with each other,and as a sou rce of

information abou tco-workers and su pervisors.

In view of the rise of socialmed ia,employers shou ld familiarize themselves with

laws affectingtheiremployees’u se of socialmed ia,and an employer’s ability to regu late

and monitorthatu se. A s the u se of socialmed iaexpand s,employers shou ld consid er

implementing socialmed ia policies.Employers with su ch policies in place need to

continu ally review those policies to ensu re thatthey d o notru n afou lof rapid ly evolving

laws pertainingto socialmed ia.

This paper is an overview of some of the socialmed ia issu es thatemployers

shou ld be cognizantof and responsive to.W hile this paperis notintend ed to serve as a

comprehensive gu id e to the laws affecting socialmed ia u se in the workplace,and

consu ltation withan attorney is u rged withrespectto the review and implementation of

workplace policies,itis hoped thatthe paperwillfamiliarize employers withasampling

of some of the more importantlegalissu es relatingto socialmed iain the workplace.

II. S ocialM ediaand H iring

M anypeople make asignificantamou ntof personalinformation available throu gh

socialmed ia. Socialmed ia thu s provid es employers with the possibility of getting a

more personalview of applicants than mightotherwise be possible. B u tthere are legal
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issu es thatmay arise if an employeru ses socialmed iato cond u ctbackgrou nd checks on

prospective employees.

M ostfu nd amentally,looking u p the socialmed iapresence of job applicants or

interviewees may implicate employmentd iscrimination laws. Fed eraland state laws

generally bar any hiring d ecisions that are based on certain protected categories,

inclu d ing race,religion,age,gend er,d isability,and military statu s. B y viewing ajob

applicant’s Facebookpage,an employermay d iscoverthatthe applicantis amemberof a

protected class,knowled ge the employerwou ld nototherwise have d u ringthe application

process.

Forinstance,an employermay receive ajob application from “M ary Smith”that

(properly)contains no information abou tM ary’s race orwhetherM ary is d isabled . If it

d ecid es to look u p her Facebook page,the employer may d iscover thatM ary is an

A frican-A merican who is wheelchairbou nd . Upon learning M ary’s race and d isability

statu s,if the employerelects notto offerM ary an interview,itfaces liability formaking

an ad verse hiring d ecision based on the knowled ge itobtained from M ary’s Facebook

page thatshe is amemberof aprotected class.

In su m, becau se social med ia may reveal information abou t a person’s

membership in variou s protected classes,employers who u se socialmed ia to cond u ct

backgrou nd checks on prospective employees face potential liability for u sing

information learned in the cou rse of the “socialmed ia”backgrou nd check in amanner

thatd iscriminates on the basis of race,color,religion,sex ornationalorigin.Employers

who cond u ctsocialmed iareviews mu std o so in alegitimate manner.
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III. S tate L aws and E mployerS ocialM ediaP olicies

D evelopingasocialmed iapolicy foru se in the workplace requ ires sensitivity to

nu merou s and evolvingstate and fed erallaws.This section of the paperd iscu sses some

state laws thatan employerwillwantto bearin mind in craftingany socialmed iapolicy.

A s noted ,this paperd oes notinclu d e ad iscu ssion of allpotentially applicable state and

fed erallaws;therefore,any employerconsid eringimplementingasocialmed iapolicy,or

with an existing policy,shou ld consu ltwith an attorney to ensu re thatthe policy is

consistentwithallapplicable state and fed erallaws.

A . O ff-D u tyC ondu ctL aws

Employers withsocialmed iapolicies,orwho may consid erimplementingsocial

med iapolicies,shou ld be aware of whatare commonly referred to as “off-d u ty cond u ct

laws.” These laws,presentin some form in atleast29 states,prohibitemployers from

taking ad verse employmentactions based on an employee’s otherwise lawfu lactions

ou tsid e the workplace and off work-hou rs.1 Itis importantto consid eroff-d u ty cond u ct

statu tes becau se d iscipliningan employee foran action learned abou tfrom socialmed ia

thatis protected byan off-d u ty cond u ctstatu te may su bjectan employerto liability.

These statu tes vary in scope,bu tthe mostcomprehensive off-d u ty cond u ctlaws

existin C alifornia,N ew Y ork,C olorad o,and N orth D akota.2 Forinstance,pu rsu antto

N ew Y ork’s statu te,an employercannottake an ad verse employmentaction based on an

1 O f the 29 states with off-d u ty cond u ctlaws,(1)17 states,inclu d ing L ou isiana,have
“smokers’rights”statu tes,prohibiting d iscrimination againsttobacco u sers,(2) 8 states have
statu tes barringd iscrimination againstan employee foru singany lawfu l“prod u ct”ou tsid e of the
workplace,and (3)4 states have statu tes provid ingprotections to employees who engage in any
“lawfu lactivity”ou tsid e of the workplace.

2 See, e.g.,C A L .L A B .C O D E § 96(K)(2004);N .Y .L A B .L A W § 201-D (2004);C olo.Rev.
Stat.§ 24-34-402.5(2004);and N .D .C EN T.C O D E § 14-02/4-03(2003).
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employee legally u sing consu mable prod u cts or legally participating in recreational

activities ou tsid e of work hou rs,off of the employer's premises,and withou tu se of the

employer's equ ipmentorotherproperty.3

C olorad o’s off-d u ty cond u ctlaw,known there as a“L awfu lA ctivityStatu te,”was

recently atissu e in acase involvingan employee’s u se of med icalmariju ana.In Coats v.

Dish Network, LLC, B rand on C oats was fired by D ishN etworkaftertestingpositive for

mariju anain arand omly cond u cted d ru g test. C oats,paralyzed in acar accid entas a

teenager,possessed amed icalmariju analicense issu ed by the State of C olorad o. There

were no allegations thathe was impaired while on the job and by allaccou nts he was a

good employee.

A fterbeingfired ,C oats filed su itallegingthathis termination violated C olorad o’s

L awfu lA ctivity Statu te prohibiting an employer from d ischarging an employee for

“engaging in any lawfu lactivity off the premises of the employerd u ring non-working

hou rs,”su bjectto certain exceptions.4 C oats argu ed thatbecau se his u se of med ical

mariju ana was legalu nd er C olorad o law,his d ischarge violated the state’s L awfu l

A ctivities Statu te. D ish N etwork cou ntered thatsince itremained illegalu nd erfed eral

law,mariju anau se d id notconstitu te “lawfu l”activity protected by the L awfu lA ctivities

Statu te. The trialcou rtand C olorad o C ou rtof A ppeals agreed with D ish N etwork,

hold ingthatto be “lawfu l”u nd erC olorad o’s L awfu lA ctivities Statu te,an activity mu st

be lawfu lu nd erbothfed eraland state law.

3 See N .Y .L A B .L A W § 201-D . C ou rts have applied anarrow d efinition to “recreational
activity.” For instance,ithas been held thata romantic relationship is nota “recreational
activity”thatis entitled to protection u nd erthe law. State v. Wal-Mart Stores,207 A .D .2d 150
(N .Y .A pp.D iv.3d D ep’t1995).

4 Coats v. Dish Network, LLC,--P .3d –201317 67 8 46 W L (C olo.A pp.A pr.25,2013).
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Employers shou ld take note of Coats becau se of the growing nu mber of states

legalizing the u se of med icalmariju ana,or,mariju anagenerally. To d ate,state cou rts

ad d ressing the issu es raised by Coats have sid ed with employers. A tleasttwo states,

however,have passed laws prohibiting an employer from firing a u ser of med ical

mariju anau nless itis shown thatthe employee was impaired while on the job (A rizona

and D elaware).

Texas d oes not have an off-d u ty cond u ct statu te. A ccord ing to the Texas

W orkforce C ommission,itis notu nlawfu lu nd erTexas law foran employerto take an

“action againstan employee for off-d u ty cond u ctif su ch cond u cthas the effectof

d amaging company bu siness orwork relationships.”5 L ou isianad oes have an off-d u ty

cond u ctstatu te,bu titapplies solely to tobacco u se,provid ing thatemployers cannot

make personneld ecisions based on an employee’s u se of tobacco,so long as thatu se

complies withapplicable laws and anyworkplace policyregu latingtobacco u se.6

Employers’socialmed ia policies mu stbe crafted to ensu re thatthey are in

compliance with applicable state off-d u ty cond u ctstatu tes. Employers shou ld also be

aware thatcertain states have statu tes thatprotectemployees forexercisingtheirpolitical

beliefs,and thatthese statu tes may inclu d e protections forcertain socialmed iaactivities,

forinstance,blogging.7

5 See Social Media Issues, Tex. W orkforce C ommission,
http://www.twc.state.tx.u s/news/efte/social_med ia_issu es.html(lastvisited O ct.11,2012). The
W orkforce C ommission’s gu id elines d o recognize that,as d iscu ssed below,an employee’s
actions may be protected u nd erthe N L RA . See id.

6 See L A .REV .STA T.§ 23.966 (2004)

7 See, e.g.,C A L .L A B .C O D E § 1101-02;N .Y .L A B .C O D E § 201-d ;and C O N N .GEN .STA T.
A N N .§ 31-51q.
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B . S ocialM ediaP rivacyL aws

Employers shou ld also be aware of increasinglegislation governingsocialmed ia

privacy. Socialmed iaprivacy issu es,in part,ad d ress whetheran employermay requ ire

an employee to provid e log-in information to his personalsocialmed iaaccou nts.

In 2012,M aryland became the firststate to prohibitemployers from requ iring

employees orjob applicants to d isclose theirpersonalsocialmed ialog-in information.8

The legislation was spu rred by reports thatthe M aryland D epartmentof C orrections

asked job applicants to provid e theirFacebook u sernames and password s. M aryland ’s

law,amongotherthings,prohibits employers who d o bu siness in the state of M aryland

from requ esting a u ser name,password or any other means of accessing a personal

accou ntorservice throu ghan electronic commu nications d evice,inclu d ingsocialmed ia

accou nts.9

Since M aryland ’s ad option of the firstsocialmed ialprivacy law in 2012,Illinois,

C alifornia,M ichigan,W ashington,N ew M exico,N evad a,A rkansas,O regon,and Utah

have enacted similar laws. L ike M aryland ’s statu te,the laws enacted by other states

typically prohibitemployers from askingemployees orjob applicants forthe u sernames

and password s to theirsocialnetworkingaccou nts. Severalof the statu tes also prohibit

employers from compelling or coercing an employee or job applicantinto ad d ing an

employeras afriend orcontacton the employee’s socialnetworkingaccou ntand provid e

thatemployers may notrequ ire an employee orjob applicantto alterthe privacy settings

on theirsocialmed iaaccou nts so thatthird parties mayview theiraccou nt’s contents.

8 M d .S.B .433,signed into law M ay 2,2012 and effective O ctober1,2012.

9 See id.
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In their own recentlegislative sessions,L ou isiana and Texas both consid ered

social med ia privacy legislation. The legislation proposed in Texas wou ld have

prohibited an employer from requ iring an employee or job applicantto d isclose any

means of accessing their personalsocialmed ia accou nts. The billcontained certain

exceptions,allowing an employer to access personal social med ia accou nts if the

employerheld areasonable belief thatthe employee had violated state orfed erallaw or

an employmentpolicy of the employer. In ad d ition,the billspecified thatits provisions

d id notapply to an employer’s lawfu lworkplace policies governing employee u sage of

employerprovid ed electronic commu nication d evices.The billwas passed by the Texas

H ou se of Representatives,bu tfailed to make itou tof committee in the Senate.A lthou gh

the billwas notenacted into law,norwas asimilarbillin L ou isiana,its consid eration

d oes fu rtherillu strate the growing attention state legislatu res are giving to socialmed ia

privacylaws.

In view of the rapid expansion of state socialmed iaprivacy laws,employers are

wellad vised to avoid askingforemployee orjob applicantu sernames and password s to

socialnetworkingsites. Even in states where socialprivacy laws d o notcu rrently exist,

asking an applicantor employee for access to su ch personalinformation seems to d o

more harm than good ,especiallywithrespectto an employer’s cu rrentworkforce.

IV . The N ationalL aborRelations A ctand E mployerS ocialM ediaP olicies

The N ationalL aborRelations A ct(“N L RA ”)was passed in 1935,longbefore the

d evelopmentof and wid espread u se of socialmed ia. So itmaybe su rprisingto learn that

the N L RA is playing an increasingly importantrole with respectto the legality of
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employers’socialmed iapolicies and actions taken by employers with respectto those

policies.

The N L RA applies to mostemployees in the private sector.10 Itwas passed

primarily forthe pu rpose of protecting the rights of employees to engage in concerted

activity su chas u nionization and collective bargaining.Section 7 of the N L RA expressly

protects employees’rights to u nd ertake concerted activities thatare related to improving

the terms and cond itions of their workplace.11 Importantly,the N L RA ’s protections

regard ing concerted activities extend to both nonu nion and u nionized private sector

employees.

The N L RA is enforced by the N ationalL aborRelations B oard (“N L RB ”orthe

“B oard ”),an ind epend entfed eralagency whose five-person governingboard ,and general

cou nsel,are politicalappointees. A ccord ing to the N L RB ,an employee’s actions are

“concerted ,”and thu s potentially protected u nd er the N L RA ,when the employee acts

with the au thority of other employees,seeks to initiate or ind u ce grou p action among

employees,orbrings employee complaints to the attention of management.Throu ghou t

its existence,the N L RB has u niformly fou nd thatan employerviolates the N L RA if it

takes actions that“reasonably tend to chillemployees in the exercise of theirSection 7

rights.”Su chactions by employers are consid ered u nfairlaborpractices u nd erthe N L RA

10 See 29 U.S.C .§ § 151-169 (2010). There are exceptions for agricu ltu ralworkers,
ind epend entcontractors,and su pervisors (withcertain limitations).

11 See id. § 157 . The N L RA prohibits employers from monitoring or cond u cting
su rveillance of employee u nion activities,whetheron oroff the job. M onitoringorcond u cting
su rveillance of workers’“concerted activity”with respectto theirwork cond itions orterms of
employmentis also prohibited .
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and may su bjectan employerto make-whole remed ies su ch as reinstatementand back

pay ford ischarged workers.

Recently,the N L RB has heard severalu nfair labor practice cases involving

employer socialmed ia policies. Two issu es present themselves in the cases:first,

whether a d isciplinary action taken by an employer becau se of an employee’s u se of

socialmed iaviolates the protection of “concerted activity”afford ed employees by the

N L RA ,and second ,whetheran employer’s socialmed iapolicy itself conflicts with the

N L RA . D u e to the N L RB ’s growing activity in the area of socialmed ia,itis in the

interestof employers,particu larly those withsocialmed iapolicies orconsid eringthem,

to familiarize themselves with the types of policies and actions that are lawfu lor

protected . W ith this in mind ,recentN L RB d ecisions in the areaof socialmed ia,and

N L RB memorand aon socialmed ia,are d iscu ssed below.12

12 In New Process Steel, L.P. v. NLRB,the United States Su preme C ou rtheld thatthe
B oard cannotactwithou taqu oru m of three members.–U.S.–,130 S.C t.2635,2642-43(2010).
The significance of New Process Steel’s hold ing came to the forefrontin Canning v. NLRB,a
Janu ary 25,2013d ecision by the U.S.C ou rtof A ppeals forthe D .C .C ircu it.7 05F.3d 490 (D .C .
C ir.2013).In Canning,the D .C .C ircu itinvalid ated three recess appointments to the B oard mad e
by P resid entO bama. A ccord ingto the D .C .C ircu it,the appointments exceed ed the P resid ent’s
au thority u nd erthe Recess A ppointmentC lau se of the U.S.C onstitu tion becau se they were mad e
when C ongress continu ed to hold pro forma sessions and notd u ring an “inter-session”recess.
Und erthe hold ing in Canning,the N L RB has nothad aproperqu oru m since Janu ary 4,2012.
Therefore,any officialaction taken by the B oard since thattime is potentially invalid . A n
employer who received an ad verse d ecision by the B oard afterJanu ary 4,2012 may consid er
filing a petition for review with the D .C .C ircu it(any officiald ecision by the N L RB can be
appealed to the D .C .C ircu it,althou ghthe B oard can petition foraanothercircu itcou rtto heara
case).Itshou ld be noted ,however,thatthe B oard takes the position thatCanning applies only to
the facts of that specific case and contend s that the recess appointments in qu estion will
u ltimately be u pheld by the United States Su preme C ou rtwhichhas granted the B oard ’s writof
certiorariand agreed to hearthe case. O n Ju ly 15,2013,the U.S.Senate reached an agreement
thatwou ld allow an u pord own vote on P resid entO bama’s B oard nominees.If his nominees are
approved ,the B oard wou ld have aqu oru m of members approved by the Senate and itis possible
thatthe newly constitu ted B oard cou ld take action to ratify d ecisions mad e when,accord ing to
Canning,no qu oru m existed .Itis likely thatlegalaction againstthe ratification of pastd ecisions
wou ld occu r. In ad d ition,as noted ,the B oard ’s appealof Canning presently remains to be
d ecid ed by the U.S.Su preme C ou rt.
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A . Hispanics United of Buffalo, Inc.— N L RB O rders Reinstatementof
Five E mployees D ischarged forC omments P osted on Facebook

O n September2,2011,an N L RB ad ministrative law ju d ge issu ed one of the first

everd ecisions involvingthe N L RA and socialmed ia,find ingthatan employerviolated

the N L RA by d ischargingfive employees forcomments mad e by the employees on their

Facebookpages d u ringnon-workinghou rs and ord eringthatthe employees be reinstated

with back pay.13 The B oard affirmed the ad ministrative law ju d ge’s ru lings,find ings,

conclu sions,and recommend ations in a d ecision and ord er issu ed on D ecember 14,

2012.14

A n employee of H ispanic United of B u ffalo (“H UB ”),anon-profitsocialservice

company,criticized the job performance of anotheremployee. The criticized employee

then wenton Facebook,ou tsid e of workhou rs,and posted amessage statingthatshe was

fed u pwiththe employee beingcriticalof herand askingotherco-workers theiropinions.

Fou r co-workers respond ed to the post,and ,u sing langu age that inclu d ed variou s

obscenities,stated thattheytoo were angry atthe employee in qu estion.

W hen the execu tive d irector of H UB learned of the five employees’Facebook

posts,she d ischarged the employees,contend ingthattheirposts violated H UB ’s policyof

“zero tolerance”policy againstbu llyingand harassment.The d ischarged employees filed

13 Hispanics United of Buffalo, Inc.,C ase N o.3-C A -27 8 7 2 (Sept.2,2011).

14 Hispanics United of Buffalo, Inc.,359 N L RB N o.37 (2012).P u rsu antto the N L RB ’s
proced u res,an employee who wishes to allege thatan employer committed an u nfair labor
practice in violation of the N L RA mu stfile acharge with one of the N L RB ’s regionaloffices.
The charge is then investigated by the regionaloffice who may issu e acomplaintand notice of
hearing.In the eventitis notwithd rawn orsettled ,the complaintproceed s to atrialheard by an
ad ministrative law ju d ge (“A L M ”). The parties to the trialmay file exceptions to the A L M ’s
find ings;these exceptions are then reviewed by the B oard (if no exceptions are filed ,the A L M ’s
d ecision becomes the d ecision of the B oard ). The B oard willaffirm the A L M ’s find ings and
ad optthe A L M ’s proposed ord er,remand the case to the A L M forfu rtheraction,ord ismiss the
complaint. D ecisions of the B oard are su bjectto enforcementand review by fed eralappellate
cou rts.
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acomplaintwiththe N L RB ,and an ad ministrative law ju d ge agreed thatthe employees’

Facebookpostings were protected concerted activity u nd erthe N L RA ,and thatH UB had

therefore violated the N L RA by d ischargingthe employees.In reachinghis hold ing,the

ad ministrative law ju d ge noted thatemployees’d iscu ssions abou tcriticisms of theirjob

performance are protected u nd er the N L RA ,even if the criticisms are mad e by a co-

workeras opposed to asu pervisor. A ccord ing to the ju d ge,“the d iscriminatees herein

were taking a first step toward s taking grou p action to d efend themselves against

accu sations they cou ld reasonably believe [their colleagu e] was going to make to

management. B y d ischarging the d iscriminateees ...[H UB ] prevented them [from]

taking any fu rther [concerted action] vis-à-vis [their colleagu e’s] criticisms.” In his

preliminaryord er,the ad ministrative law ju d ge ord ered thatH UB reinstate the d ischarged

employees and to paythem backpay.

The ju d ge in Hispanics United noted thatthe Facebook posts were notmad e at

work and occu rred ou tsid e working hou rs. Fu rthermore,he fou nd thatalthou gh the

postings inclu d ed obscenities,they were notso extreme as to lose protection u nd erthe

N L RA ,by,for instance,constitu ting threats. The ju d ge ad d itionally noted thatthe

comments in qu estion d id notviolate H UB ’s anti-harassmentpolicy becau se they had no

nex u s to anycharacteristic protected u nd erthe policy,su chas race orgend er.

In its D ecision and O rd er issu ed on D ecember 14,2012,the B oard ,as noted ,

affirmed the ad ministrative law ju d ge’s d ecision and ad opted his recommend ed ord erthat

the employees be reinstated with back pay. The B oard noted that that Facebook

comments in qu estion cou ld notbe constru ed as bu llying and harassmentu nd erH UB ’s

policy becau se that policy expressly referred to race,religion,nationalorigin,age,
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d isability,orotherprotected statu s,and the comments d id notfallin those categories.In

ad d ition,the B oard pointed ou tthateven legitimate managerialconcerns to prevent

bu llying and harassment d o not ju stify policies or actions that d iscou rage the free

ex ercise of employees’Section 7 rights.

The importof Hispanics United,atleastin part,is thatan employercannottake

ad verse employment actions against employees who,ou tsid e of work hou rs,post

messages to socialmed ia that are criticalof a co-worker and cou ld reasonably be

constru ed as constitu tingprotected “concerted activity.”B y comparison,as evid enced in

ad ecision issu ed by the N L RB shortly afterHispanics United,an employee who makes

postings on Facebook afterwork hou rs in which he alone “rants”abou this su pervisor

willnotnecessarilyconstitu te protected “concerted activity.”15

B . Knau z B M W — B oard Upholds D ischarge of E mployee for S ocial
M ediaA ctivitybu tO rders Revisions to S ocialM ediaP olicy

L ike Hispanics United,Knauz BMW involved an employee who brou ghtacharge

withthe N L RB claimingthathis termination forpostings on Facebookconstitu ted u nfair

laborpractices. A n ad ministrative law ju d ge issu ed his d ecision and recommend ations

15 Frito Lay, Inc.,C ase N o.36-C A -10 8 8 2 (Sept.19,2011).In Frito Lay,the employee,
shortly afterleavingwork,posted profanity laced messages on his Facebookpage criticizinghis
su pervisorfornotallowinghim to leave workearly d u e to illness withou tbeingd ocked time.In
partbecau se no other employees respond ed to his posts,the N L RB conclu d ed thatthe posts
constitu ted u nprotected “ranting”as opposed to “concerted activity.” In another example
illu strating thatru n-of-the millgriping is notprotected by the N L RA ,the B oard ’s O ffice of
GeneralC ou nselrecently released an A d vice M emorand u m conclu d ingthatan employee was not
engaging in protected when she posted comments to a Facebook grou p inclu d ing severalco-
workers tau ntingheremployerto “FIRE M E ...M ake my d ay.”Tasker Healthcare Group d/b/a
Skinsmart Dermatology,C ase N o.04-C A -094222 (M ay 16,2013).W hen one of the co-workers
who participated in the Facebookgrou pshowed the comments to the employerthe workerwho
posted the comments was fired . She then filed a charge with the N L RB alleging thather
termination violated the N L RA . In its A d vice M emorand u m,the O ffice of GeneralC ou nsel
conclu d ed thatthe employee’s postings were not“concerted activity,”and thu s notprotected ,
becau se they d id not involve shared employee concerns over the terms and cond itions of
employment.
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on September 28 ,2011 and the B oard issu ed its d ecision and ord er in the case on

September28 ,2012.Knau z B M W illu strates thatnotallpostings on Facebookconstitu te

“concerted activity”thatis protected u nd erthe N L RA ,bu tthateven if an employees’

actions are notprotected ,an employer’s socialmed ia policy may nevertheless requ ire

revision in ord erto complywiththe N L RA .

Knau z B M W involved acarsalesman,RobertB ecker,who worked ataB M W

d ealershipowned by Knau z.Knau z also owned aL and Roverd ealershipad jacentto the

B M W d ealershipwhere B eckerworked .To introd u ce ared esigned B M W 5 series to its

cu stomers,Knau z B M W held an eventatthe d ealership. B eckerwas notsatisfied with

the food Knau z provid ed for the event,and posted comments on his Facebook page

reflectinghis d issatisfaction and notingthathe was “happy to see thatKnau z”went“all

ou t”forthe eventby provid ing potato chips,hotd ogs,and cookies from Sam’s C lu b.

B eckeralso posted pictu res of othersalespersons atthe eventappearingto mockthe food

provid ed and his co-workers posted comments to B ecker’s Facebook page also poking

fu n atthe event.

A few d ays afterthe event,atthe ad jacentL and Roverd ealership,also owned by

Knau z,asalesperson allowed a13 yearold boy to sitbehind the wheelof aL and Rover

vehicle. The boy stepped on the gas ped aland cau sed the vehicle to accelerate into a

pond . A lthou gh no one was seriou sly inju red ,the salesperson was ejected from the

vehicle into the pond and the vehicle was totaled . B eckertook pictu res of the incid ent

and posted them on his Facebookpage u nd eracaption stating:

This is whathappens when asalesperson sitting in the frontseat
(former salesperson,actu ally) allows a 13 year old boy to get
behind the wheelof a6000 lb.tru ck bu iltand d esigned to d rive
overpretty mu ch anything. The kid d rives overhis father’s foot



17 51366 16

and into the pond in allof abou t4 second s and d estroys a$50,000
tru ck.O O O P S !

W hen his su pervisors learned of B ecker’s Facebookpostings regard ingthe B M W

eventand L and Roverincid ent,B eckerwas terminated .Knau z B M W mad e clearthatit

d ischarged B eckernotforhis postings abou tthe B M W event,bu tsolely forhis postings

abou tthe L and Rover accid ent. Knau z B M W believed thatthe L and Rover postings

reflected alackof professionalism by B eckerin thatthey mad e lightof aseriou s incid ent

thatresu lted in significantproperty d amage and only narrowly missed cau sing seriou s

personalinju ry.

B ecker filed a charge with N L RB contend ing thathis d ischarge constitu ted an

u nfairlaborpractice.In his d ecision in the case,the ad ministrative law ju d ge agreed that

B ecker’s postingregard ingthe B M W eventwere protected “concerted activities”becau se

his d issatisfaction withthe food was shared by othersalespersons and was potentiallytied

to his compensation in thatattend ees u nd erwhelmed by the eventmay be less likely to

retu rn to the d ealershipto pu rchase acarfrom B ecker.The ju d ge,however,agreed with

Knau z that B ecker’s postings abou t the L and Rover incid ent were not “concerted

activities,”becau se they d id notinclu d e d iscu ssion withany otheremployee and d id not

bearon the terms and cond itions of employment.

C onclu d ing thathe was fired becau se of the L and Rover postings,and notthe

B M W eventpostings,the ju d ge conclu d ed thatB ecker’s d ischarge d id notviolate the

N L RA .The ju d ge,d id ,however,find thataru le in Knau z B M W ’s employee hand book

violated Section 7 of the N L RA and requ ired revision.The ru le in qu estion provid ed as

follows:
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C ou rtesy: C ou rtesy is the responsibility of every employee.
Everyone is expected to be cou rteou s,polite and friend ly to
cu stomers,vend ors,su ppliers,as wellas to theirfellow employees.
N o one shou ld be d isrespectfu lor u se profanity or any other
langu age whichinju res the image orrepu tation of the d ealership.

In his d ecision,the ad ministrative law ju d ge fou nd thatthe “cou rtesy ru le’s”

prohibition on “d isrespectfu l”cond u ctand “langu age whichinju res the repu tation of the

D ealership”was u nlawfu lbecau se itcou ld reasonably be constru ed by employees to

encompass statements and actions abou tthe terms and cond itions of theiremployment.

The B oard ,in its September28 ,2012 d ecision and ord er,agreed withthe ju d ge’s

d ecision,noting thatthe “cou rtesy ru le”failed to contain langu age making clear that

commu nications protected by Section 7 were ex emptfrom the ru le’s broad reach.16 In

ad d ition,the B oard ’s d ecision stated that ambigu ou s employer ru les that cou ld be

constru ed to prohibitprotected concerted activity are constru ed againstthe employer.

The factthatambigu ou s ru les are constru ed againstthe employerplaces an even greater

premiu m on the need to carefu llyd raftsocialmed iapolicies.

C . C ostco— N L RB O rders Revision of E mployerS ocialM ediaP olicy

D ecid ed by the B oard on September7 ,2012,Costco is the firstN L RB case where

the B oard fou nd an employer’s socialmed iapolicy violated the N L RA .17 The case is

also importantfor the insightitprovid es into how the N L RB d etermines whether an

employer’s socialmed iapolicycomports withthe N L RA .

16 W ithou tcomment,the B oard ad opted the ad ministrative law ju d ge’s find ings and
conclu sions regard ingB ecker’s termination.

17 Costco Wholesale Corp.,358 N .L .R.B .N o.106 (Sept.7 ,2012).
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A tissu e in C ostco,in part,18 was aprovision in its employee agreementprovid ing

as follows:

A ny commu nication transmitted ,stored ord isplayed electronically
mu stcomply with the policies ou tlined in the C ostco Employee
A greement. Employees shou ld be aware thatstatements posted
electronically (su ch as to online message board s or d iscu ssion
grou ps) that d amage the company,d efame any ind ivid u al or
d amage any person’s repu tation orviolate the policies ou tlined in
the C ostco EmploymentA greementmay be su bjectto d iscipline,
u pto and inclu d ingtermination of employment.

The provision was challenged by au nion who sou ghtto organize workers ata

C ostco site where the policy applied . In its d ecision and ord eron the policy,the B oard

agreed withthe u nion thatthe policy violated the N L RA .Specifically,the B oard fou nd

thatemployees “wou ld reasonably constru e”the policy to prohibitprotected activity su ch

as complaints abou t wages,hou rs,and working cond itions. The B oard noted that

althou gh itd id notexpressly prohibitemployees from complaining abou ttheirworking

cond itions,and thu s violating the N L RA ,the ambigu ity created by the policy’s broad

langu age cou ld be constru ed to prohibitprotected activity and thu s the policy was to be

constru ed againstC ostco.

In its d ecision,the B oard noted thatC ostco’s policy failed to inclu d e langu age

restrictingits application to cond u ctnotprotected by the N L RA .A d d itionally,the B oard

ind icated thatthe inclu sion of aprovision d isclaiming application of the policy to any

activity protected by the N L RA may have resu lted in the policy being u pheld .

Interestingly,the N L RB ’s O ffice of GeneralC ou nselhad previou sly issu ed memorand a,

18 In ad d ition to ord eringrevision of the C ostco’s electronic postingru les,the B oard also
ord ered C ostco to revise certain other ru les in its employee agreement,inclu d ing one that
prohibited employees from d iscu ssingotheremployees’“sickcalls,leaves of absence,FM L A call
ou ts,A D A accommod ations,workers’compensation inju ries,and personalhealthinformation.”
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d iscu ssed below,su ggesting thatd isclaimers wou ld notsave an otherwise overly broad

policy. It remains u nclear how the B oard will treat d isclaimer provisions going

forward .19

D . Recent M emoranda on S ocial M edia C ases by the O ffice of the
GeneralC ou nselforthe N L RB

In ad d ition to the sampling of B oard d ecisions and ord ers d iscu ssed above,the

N L RB ’s O ffice of GeneralC ou nselpreviou sly released three memorand a d iscu ssing

variou s instances in whichthe N L RB has conclu d ed thatemployersocialmed iapolicies

violate the N L RA .20 The matters d iscu ssed in the memorand a typically involve cases

settled priorto aformald ecision by an ad ministrative law ju d ge orby the B oard .D u e to

the factthatsu ch d ecisions are now being promu lgated ,as evid enced by the cases

19 O ther recent N L RB d ecisions involving social med ia policies inclu d e EchoStar
DirecTV,and Dish Network.In EchoStar,an ad ministrative law ju d ge fou nd thataprovision of
the company’s socialmed ia policy prohibiting employees from making d isparaging remarks
abou titon socialmed iasites violated the N L RA forbeing overly broad and failing to inclu d e
exceptions for speech criticalof the company bu tprotected by the N L RA . The d ecision was
affirmed by the B oard . EchoStar Techs., LLC,N .L .R.B .C ase N o.27 -C A -0667 26 (A .L .J.,Sept.
20,2012),aff’d (N .L .R.B .,N ov.1,2012,available at http://www.nlrb.gov/case/27 -C A -0667 26.
In D irecTV ,the B oard fou nd thata company policy restricting employees from blogging or
postingmessages abou tnon-pu blic company information was overly broad in thatit,forinstance,
prohibited employees from posting messages abou tco-workers wages and performance ratings.
The d ecision reflects the factthatrestrictions on the ability of employees to d iscu ss wages and
working cond itions violate the N L RA . DirecTV Holdings, LLC,359 N .L .R.B .N o 4 (Jan.25,
2013). In Dish Network,the B oard affirmed ad ecision by an ad ministrative law ju d ge thata
provision in the company’s employee hand bookprohibitingemployees from makingd isparaging
ord efamatory comments abou tD ishN etworkwas overbroad becau se itchilled speechprotected
by Section 7 . The B oard also fou nd thata provision in the employee hand book prohibiting
employees from posting negative commentary abou tthe company d u ring “C ompany time”was
overbroad becau se itd id notclarify thatprotected posts cou ld be mad e d u ring breaks orother
nonworkinghou rs while atwork.Dish Network Corp.,359 N .L .R.B .N o.108 (A pr.30,2013).

20 See NLRB Office of the General Counsel, Memorandum OM 12-59,M ay 30,2012;
NLRB Office of the General Counsel, Memorandum OM 12-31,Janu ary 24,2012;and NLRB
Office of the General Counsel, Memorandum OM 11-7 4,A u gu st18 ,2011. L afe Solomon,a
careerN L RB attorney and 197 6 grad u ate of Tu lane University L aw School,was named A cting
GeneralC ou nselby P resid entO bama on Ju ne 21,2011. Solomon’s nomination to serve as
GeneralC ou nselwas sentto the Senate on Janu ary 5,2011 and is stillpend ing.
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d iscu ssed above, the memorand a are perhaps of slightly red u ced significance.

N evertheless, employers with social med ia policies, or consid ering them, shou ld

familiarize themselves with the memorand a,particu larly in view of the factthatthe

memorand a reflectthe N L RB ’s increasing role and vigilance in the area of employer

socialmed iapolicies.

The memorand aare notd iscu ssed in d etailhere,bu tsome examples of the cases

ou tlined in the memorand aare worthnoting:

 In one case,the N L RB fou nd aprovision of an employer’s social
med ia policy u nlawfu lthatprohibited employees from making
d isparagingremarks abou tthe employeron socialmed iabecau se
the policy d id notexpressly state thatthe policy d id notapply to
employees’rights to d iscu ss the terms and cond itions of their
employmenton socialmed ia.

 In another case,the N L RB d etermined that a car d ealership
wrongfu lly terminated an employee who posted comments on
Facebook criticizing a sales event held by the d ealership.
A ccord ingto the N L RB ,the employee’s comments related to the
terms and cond itions of employmentbecau se they d iscu ssed the
paymentof sales commissions.

 The N L RB fou nd thataemployersocialmed iapolicy instru cting
employees that“offensive,d emeaning,abu sive orinappropriate
remarks are as ou t of place online as they are offline”was
overbroad and u nlawfu lbecau se itcou ld be constru ed to inclu d e
protected criticisms of an employer’s laborpolicies ortreatment
of employees.

 The N L RB fou nd thataprovision in an employersocialmed ia
policy instru cting employees “to think carefu lly abou tfriend ing
co-workers”was overbroad and u nlawfu lbecau se itd iscou raged
commu nications among workers,and therefore interfered with
the ability of employees to engage in protected concerted activity
as allowed bySection 7 .

In su m,employers with socialmed iapolicies,orwho may be consid eringthem,

mu stbe aware of the protections afford ed employees u nd erSection 7 of the N L RA .This
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is particu larly tru e in view of the N L RB ’s recentaggressive postu re in the area of

employersocialmed iapolicies,and its broad interpretation of the N L RA in the social

med iacontext.Generally,employers shou ld be aware thattheiremployees’socialmed ia

activity willbe protected if it concerns wages,hou rs,benefits,or other terms and

cond itions of employment. A d d itionally,any policy thatbroad ly prohibits employees

from posting “d isparaging”comments abou t their employer are almost certainly in

violation of the N L RA ,particu larly if the policy d oes notinclu d e express langu age

statingthatthe concerted activities protected bythe N L RA are ex empted from the policy.

V . H arassmentand D iscrimination Issu es to C onsiderwithRespectto
E mployerS ocialM ediaP olicies

V ariou s state and fed erallaws protectan employee’s rightto workin aworkplace

thatis free from d iscrimination and harassment.Socialmed ia,as cou ntless stories in the

med ia illu strate,provid es a foru m in which mu ch harassmentoccu rs. Therefore,in

crafting a socialmed ia policy,employers mu st pay specialattention to ad d ressing

harassmentand d iscrimination by employees orsu pervisors throu ghvariou s socialmed ia

platforms.

The need foremployers to be proactive withrespectto harassingactions by their

employees on socialmed iais d irectly related to the factthatemployers can,in certain

circu mstances,be liable fortheiremployees’socialmed iapostings thatoccu rou tsid e the

workplace. For instance,if an employee is harassing a co-worker on Facebook,

particu larly with respectto race orsex,and the employerknows orshou ld know of the
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harassment,the employercou ld be vicariou sly liable forthe harassmentif itfails to take

corrective action.21

B ecau se of the possibility of vicariou s liability for an employee’s harassing or

d iscriminatory postings on socialmed iathatare d irected to otheremployees,employers’

socialmed iapolicies shou ld inclu d e provisions prohibiting su ch harassmentand stating

thatcorrective action willbe taken for any online behavior thatrises to the levelof

harassmentor d iscrimination and thatis connected to the workplace. In this regard ,

employers shou ld be aware of state laws d irected toward online harassment,and

reference su chlaws in theirsocialmed iapolicies.Forinstance,in 2009,Texas amend ed

its penalcod e statu te to make itathird -d egree felony to u se afake name orid entity to

create a W eb page or postmessages on a socialnetworking site withou tconsentand

“withthe intentto harm,d efrau d ,intimid ate,orthreaten anyperson.”22

21 See, e.g., Blakey v. Continental Airlines, Inc.,7 51 A .2d 538 ,552 (N .J.2000)(hold ing
employer liable for online harassmentby its employees of co-worker when employer was on
notice of harassment and took no action to stop it and when harassment was su fficiently
connected to the workplace). Employers shou ld also be aware of the possibility of vicariou s
liability in situ ations wherein an employee is u singthe employer’s compu tersystem forharassing
orillegalpu rposes.There is some au thority thatthe C ommu nications D ecency A ct,47 U.S.C .§
230 provid es immu nity to employers who provid ed their employees with Internet access.
Immu nity may,however,notbe afford ed in circu mstances wherein an employerhas ad u ty to act.
Compare Delfino v. Agilent Technologies,145 C al.A pp.4th7 90 (2006)(hold ingthatemployer
was immu ne from liability pu rsu antto C ommu nications D ecency A ctwhen employee u sed
employer’s compu ter system to send threatening emails,bu talso noting thatemployer was
u naware of emails and thatemployee was actingou tsid e scope of employment)with Doe v. XYC
Corp.,8 8 7 A .2d 1156 (N .J.A pp.C t.2005) (hold ing thatemployer cou ld be fou nd liable for
negligence when employee was u sing employerprovid ed compu terto view child pornography
and rejecting employer’s claim that its privacy policy prevented it from investigating the
employee’s activities).

22 Tex.P en.C od e A nn.§ 33.07 (V ernon 2010).
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V I. S ocialM ediaand an E mployee’s Rightto P rivacy

The relationship between social med ia and an ind ivid u al’s right to privacy

remains an u nsettled and u nd eveloped area of law. W ith workplace norms regard ing

socialmed iaand othertechnologies stillevolving,clearly d efined laws with respectto

privacy and socialmed ia in the workplace are likely to continu e to evolve in the

immed iate fu tu re. C onsequ ently,employers need to tread lightly and cau tiou sly when

consid ering any action thatmightbe constru ed as infringing on an employee’s rightto

privacy as itrelates to socialmed ia.The followingprovid es some gu id ance to employers

withrespectto navigatingthe areaof socialmed iaand privacyin the workplace.

First,one need s to consid erthe sou rce of an employee’s rightto privacy (if any).

The Fou rth A mend ment to the United States C onstitu tion prohibits u nreasonable

government searches and seizu res;however,the Fou rth A mend mentd oes notd irectly

apply to private employers. C ertain states,however,recognize the common law tortof

invasion of privacy (inclu d ing Texas) or have ad opted their own constitu tional or

statu tory rights to privacy.A lthou ghd etailed d iscu ssion of the laws thatmay give rise to

a rightof privacy is beyond the scope of this paper,the tou chstone of the laws is

generally whetherareasonable expectation of privacy exists.In otherword s,if one d oes

nothave areasonable expectation of privacy,bothobjectively and su bjectively,then they

can have no viable claim thattheirprivacyrights were violated .23

23 In City of Ontario v. Quon,the United States Su preme C ou rtheld thata pu blic
employer’s review of an employee’s textmessages on an employer issu ed pager was notan
u nreasonable search u nd er the Fou rth A mend ment becau se the search was motivated by a
legitimate work pu rpose and was notexcessive in scope. In reaching its hold ing,the C ou rt
assu med ,withou td ecid ing,thatthe employee d id have areasonable expectation of privacy with
respectto textmessages sentto and from his employerissu ed pager.The C ou rtalso stated that
search atissu e wou ld have been consid ered reasonable and normalin a private employment
setting.––U.S.––,130 S.C t.2619 (2010).
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Second ,followingfrom the factthatprivacy rights are generally contingenton the

existence of areasonable expectation of privacy,employers shou ld take steps to ensu re

thattheiractions d o notviolate one’s reasonable expectations of privacy. Forinstance,

written policies informingemployees thatthey have no reasonable expectation of privacy

when u sing employer provid ed emailaccou nts or browsing the internet on a work

compu terwillgenerally d efeatany claim of su ch an expectation. Similarly,cou rts are

typically d eferentialto employers who engage in monitoringof workemailaccou nts and

internetu se,so long as the employerhas d isclosed its monitoring policy to employees,

and thu s d iminished any expectation of privacy.24

Third ,while written policies can ensu re that employees have no reasonable

expectation of privacy in work emailorinternetu se,the issu e is abitmu rkierwhen it

comes to socialmed ia. A s a generalru le,if an employee’s socialmed ia presence is

available to anyone who wants to look,itis u nlikely thatthe employee cou ld su ccessfu lly

contend thatthey had areasonable expectation of privacy in theirpostings.C onversely,

when an employee’s socialmed ia is u navailable to the generalpu blic,a reasonable

expectation of privacy may exist,particu larly in those states thathave enacted laws

24 The importance of non-ambigu ou s,clear policies regard ing monitoring of employee
commu nications on employer networks was illu strated recently in a case involving H arvard
University.A d ministrators atH arvard searched the emails of some facu lty members and resid ent
d eans as partof an investigation into a stu d entcheating scand al. W hen they learned of the
searches the facu lty members and resid entd eans vehemently protested the searches,claimingthat
they had areasonable expectation of privacy in theiremails and thatau niversity policy provid ed
thatfacu lty members were entitled to ad vance notice of any search.A law firm hired by H arvard
to investigate the matter recently issu ed a report conclu d ing that the ad ministrators who
cond u cted the searches believed they were acting in compliance with applicable policies bu t
fou nd thatH arvard ’s policies on monitoringcommu nications were inad equ ate,overlapping,and
sometimes contrad ictory.
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preventingemployers from askingfororotherwise obtainingan employee’s socialmed ia

u sername and password .25

A recentcase from fed erald istrictcou rtin N evad aillu strates some of the issu es

related to socialmed iaand expectations of privacy. In Rosario v. Clark County School

Dist.,Rosario,astu d entposted severalprofanity lad en tweets abou tschoolofficials.The

school,afterlearningof the tweets,d isciplined Rosario who then brou ghtsu itargu ing,in

part,that the pu blic schoold istrict violated his Fou rth A mend ment rights when it

“searched ”his Twitteraccou ntby read ing his tweets,obtained when Rosario’s Twitter

followers gave the tweets to schoolad ministrators.The C ou rtrejected Rosario’s claim of

aFou rth A mend mentviolation,hold ing thatRosario had no reasonable expectation of

privacy in the tweets becau se his Twitteraccou nt’s privacysettings were setto pu blic.In

the C ou rt’s view,when aperson withapu blic privacy settingtweets,thatperson intend s

thatanyone who wants to read the tweetmay d o so,and thu s,no reasonable expectation

of privacy exists.The C ou rtfu rthernoted thatalthou ghone may have amore colorable

argu mentof a reasonable expectation of privacy when his privacy settings are setto

private,tweets are nevertheless d isseminated to the pu blic and notprotected by the

Fou rthA mend mentbecau se when one tweets to theirprivate friend s,thatperson takes on

25 W ithrespectto monitoring,employers mu stbe carefu lto notru n afou lof variou s laws
protectingemployees’electronic commu nications.Forinstance,the Stored C ommu nications A ct
(“SC A ”)prohibits the knowingorintentionalu nau thorized access to “afacility throu ghwhichan
electronic commu nication service is provid ed .”See 18 U.S.C .§ § 27 01,27 0 7 .In ad d ition to the
SC A ,employers shou ld be aware of the Electronic C ommu nications P rivacy A ct(commonly
known as the “W iretapA ct”).See 18 U.S.C .§ 2510 etseq.The W iretapA ctbars the intentional
interception of electronic commu nications.The A ct,however,has been interpreted to mean that
an interception occu rs onlyif itis contemporaneou s withthe commu nication itself.
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the risk thatthe recipientof the tweetmay tu rn itoverto athird -person,inclu d ing the

government.26

V II. FederalTrade C ommission Regu lations withrespectto P ostings abou t
an E mployer’s P rodu cts orS ervices

Ithas become increasingly common for companies to hire marketers to blog

positively orcreate bu zz abou ttheirprod u cts and services.27 M any employees also u se

socialmed iato postfavorable reviews orcomments abou ttheiremployer’s prod u cts and

services. Sensitive to the possibility thatsu ch practices may mislead consu mers and

constitu te false ad vertising, the Fed eral Trad e C ommission (“FTC ”) promu lgated

gu id elines concerningthe u se of socialmed iaby employees (oragents of employers)to

d iscu ss their employer’s prod u cts and services.28 In crafting any socialmed ia policy,

employers need to be aware of these FTC gu id elines.

B asically,the gu id elines provid e thatwhen an employee end orses his employer’s

prod u cts orservices u singsocialmed ia,the employee mu strevealthathe works forthe

company whose prod u cts or services he is end orsing. Failu re to provid e su ch a

d isclaimercan resu ltin liability forboththe employee and employerin the eventthatthe

statements in qu estion are false oru nsu bstantiated .29 Employers shou ld be aware thatthe

FTC is actively enforcing its regu lations regard ing the end orsementof prod u cts and

26 Rosario v. Clark County School Dist.,N o.2:13-C V -362 JC M (P A L ),W L 367 937 5 (D .
N ev.Ju ly 3,2013).

27 The FTC promu lgates regu lations applicable to online and mobile ad vertising that
cover socialmed ia marketing by marketers and ad vertisers. These regu lations are commonly
referred to as the D otC om D isclosu res and were u pd ated in 2013.

28 16 C .F.R.§ 255etseq.

29 The FTC ’s gu id elines d o notcreate aprivate cau se of action;however,the FTC itself
may investigate orfile su itagainstoffend ingemployees and employers.
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services on socialmed ia. For instance,L egacy L earning Systems (“L L S”) recently

agreed to pay a$250,000 fine to settle alawsu itbrou ghtby the FTC allegingthatL L C

u sed ou tsid e marketingservices to postpositive reviews on variou s socialmed iasites of

L L S’s gu itar lesson D V D s withou trequ iring the marketers to d isclose thatthey were

receivingcommissions from L L S forsales connected to theirend orsements.30

In its comments to the gu id elines,the FTC notes that it will consid er an

employer’s establishmentof appropriate proced u res in d eterminingwhetherto seeklegal

action againstan employerbecau se of inappropriate end orsements ortestimonials mad e

by employees. The comments fu rther state thatthe FTC wou ld be “u nlikely”to take

action againstan employerforthe cond u ctof asingle “rogu e”employee;this comment,

however,remains to be tested .

V III. Recommendations forE mployerS ocialM ediaP olicies

This paperd oes notpresentan exhau stive listord iscu ssion of the laws thatmay

be implicated by an employer’s socialmed iapolicy.C onsid eringrapid ly evolvingsocial

med iatechnology and legislation,any su chd iscu ssion wou ld riskbeingou td ated .Thu s,

employers withorconsid eringsocialmed iapolicies shou ld consu ltan attorney to ensu re

thattheirpolicies are consistentwithexisting(and rapid ly evolving)laws affectingsocial

med ia.W iththis caveatin mind ,the followingnon-exhau stive listof gu id elines provid es

a general framework for an effective employer social med ia policy and its

implementation:

 Employers with socialmed ia policies mu stensu re thattheir
policies d o notprescribe employee socialmed iau se protected
by the N L RA . A s a generalru le,the policy cannotrestrict

30 FTC enforcement actions can also lead to consu mer protection lawsu its by state
attorneys generaland consu mer-based class action lawsu its.



17 51366 28

employees from u sing socialmed ia to d iscu ss the terms and
cond itions of theiremployment. D iscu ssions on socialmed ia
by employees are consid ered “concerted activity”and thu s a
policy restricting su ch d iscu ssions wou ld constitu te an u nfair
laborpractice u nd erthe N L RA .

 Employers shou ld know thatany ambigu ity in asocialmed ia
policyis constru ed againstthem.B road polices are therefore at
higherriskof violatingthe N L RA becau se they are more likely
open to d iffering interpretations. If an employee cou ld
reasonably constru e a provision in a socialmed ia policy to
prohibitu singsocialmed iato d iscu ss the terms and cond itions
of employment,the policy d oes notcomportwith the N L RA .
P olicies with blanketprohibitions againstcertain activities—
e.g.talking to the press,talking abou tco-workers— are likely
to violate the N L RA as are policies with langu age su bjectto
broad interpretation su ch as treating one’s employer with
“cou rtesy.” The focu s of any employer socialmed ia policy
shou ld be on restricting the u se of socialmed iaforpu rposes
thatare clearlynotprotected bythe N L RA .

 A lthou gh the issu e is notsettled as to whethersu ch langu age
willprotectan employeragainstafind ingthatitengaged in an
u nlawfu llabor practice,recentB oard d ecisions ind icate that
employers shou ld inclu d e in their social med ia policies
langu age restricting theirapplication to cond u ctnotprotected
by the N L RA . Employers’socialmed iapolicies shou ld also
inclu d e aprovision d isclaimingapplication of the policy to any
activityprotected bythe N L RA .

 Social med ia policies shou ld inclu d e statements barring
harassmentof co-workers u sing socialmed ia and provid ing
that employees mu st report any su ch harassment. Similar
statements regard ingd iscrimination shou ld be inclu d ed .

 Employers shou ld make su re thatany policy d oes notrestrict
socialmed iaactivity in amannerthatconflicts with off-d u ty
cond u ctlaws. Employers consid eringtakingaction againstan
employee forbehaviorobserved on socialmed iashou ld also be
certain thatthe behaviorin qu estion is notprotected by an off-
d u ty cond u ctlaw. O ff-d u ty cond u ctlaws cu rrently existin
some form in 29 states;L ou isiana’s off-d u ty cond u ct law
applies only to the u se of tobacco prod u cts and prohibits
employers from making personneld ecisions based on the u se
of tobacco so long as thatu se complies with applicable laws
and workplace policies.
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 W orkplace policies networks and equ ipment shou ld clearly
state thatemployees have no reasonable expectation of privacy
when u sing employer owned networks and equ ipment. The
policies shou ld also state thatallcommu nications on company
systems may be monitored .The bestpractice is foremployers
to have theiremployees sign the policy to acknowled ged their
receiptand review of it.

 A ny monitoringthatd oes occu rmu stcomportwithapplicable
fed eraland state laws;d o not monitor throu gh the u se of
d eception (e.g.afalse id entity)orby obtaining password s for
an employee’s socialmed ia accou nts from a friend or co-
workerof the employee. Employers need to be aware of state
socialmed ia privacy laws;if an employer is in a state with
su ch alaw,thatemployercannotask foran employee orjob
applicant’s social med ia password s. Regard less, the best
practice is to notask for these password s u nless alegitimate
work-related reason exists for d oing so and d oing so is
permitted bylaw.

 D o notd iscipline an employee forany statements orbehavior
you see in their personalsocialmed ia profiles withou tfirst
consu ltingwithlegalorhu man resou rce professionals.

 Socialmed ia policies need to take into accou nt gu id elines
promu lgated by the FTC regard ing employee u se of social
med iato end orse employer prod u cts orservices. The policy
shou ld inform employees that if they end orse any of the
employer’s prod u cts or services online,they mu st id entify
themselves in the postingas an employee.

 Social med ia policies shou ld ad d ress issu es regard ing
intellectu alproperty by specifyingthatany u se of socialmed ia
mu st comply with applicable restrictive covenants and
confid entiality agreements.

 In the hiring context,d o notcond u ctsocialmed iareviews of
job applicants;limitsu ch reviews to backgrou nd checks on
finalists forjob openings who have alread y been interviewed .
A d d itionally,forcompanies withH R staffs,the bestpractice is
forH R personnelto cond u ctthe socialmed iareview.


